Data protection statement
We are very happy that you are interested in the Siegwerk Group ("Siegwerk" or "we"). Data protection is a high
priority for the Siegwerk Group.
This Data protection statement explains the nature, scope and purpose of processing personal data (hereinafter
referred to as "data") within our online offering and the related websites, functions and content, as well as our
external online presence, including our social media profiles (hereinafter collectively referred to as "online offer").
Regarding the terminology used, e.g. "personal data" or its "processing," we refer you to the definitions in Article 4
of the General Data Protection Regulation (GDPR).
Use of our online offer is possible without providing any personal data. However, if a person would like to use our
company's special services available on our website, processing of personal data may be required. If the processing
of personal data is required and there is no legal basis for this processing, we generally request the consent of the
person concerned.
We have implemented multiple technical and organizational measures to ensure the highest level of protection of
personal data processed via this website. Nevertheless, Internet-based data transfers can generally have security
gaps, so that absolute protection cannot be guaranteed. For this reason, every person concerned is free to submit
personal data to us using alternative methods, such as by telephone.

Responsible person(s):
Siegwerk Druckfarben AG & Co. KGaA
Alfred-Keller-Strasse 55
53721 Siegburg
Germany

dataprotection@siegwerk.com
Data protection manager:
Mr. Ziar Kabir
SCO-CON:SULT GmbH
Hauptstrasse 27
53604 Bad Honnef
Germany
Z.Kabir@sco-consult.de

Anonymous data collection
You can always browse through our non-personalized online offer without telling us who you are. We only know
the name of your Internet Service Provider (your IP address), the website from which you are visiting our website,
the date, time and web pages you go to when you visit our website. This information is analyzed for statistical
purposes. You remain anonymous as an individual user in this case.

Scope of processing of personal data
In principle, we collect and use personal data on our users only to the extent necessary for the provision of a
functional website and our content and services. The collection and use of personal data of our users is done only
with the consent of the user. An exception applies to cases in which prior consent cannot be obtained for practical
reasons and the processing of the data is permitted by law.

Legal basis for the processing of personal data
The following legal bases exist for the processing of your personal data:
-

Consent
Contract fulfillment or pre-contractual measures

-

Legal obligation
To safeguard the legitimate interest of our company and the interests, the fundamental rights and basic
freedoms of the person concerned do not outweigh the above-mentioned interest

Purpose of data processing
The purpose of data processing is to make our online offer available. Our online offer is an important part of our
service and serves the purpose of customer care and in part the provision of contractual services.
We use it to communicate with the public and to ensure that people who are interested in us can get in contact
with us.

Duration of retention
Your personal data will only be retained for the time period required to achieve the purpose of the retention, or as
provided under the European Directives and regulators, or as provided under other regulators in laws or provisions
that serve as the basis for the data processing by the responsible party.
If the retention purpose is dropped or if a retention period prescribed by the European Directives and regulators or
any other relevant regulators expires, the personal data will be routinely blocked or deleted in accordance with the
legal provisions.

Rights of the persons concerned
As a concerned person, you have the following rights regarding us:
-

-

-

You have the right to ask for confirmation regarding whether the data in question is being processed and
for information about this data, as well as additional information and copies of the data in accordance with
Article 15 GDPR.
According to Article 16 GDPR, you have the right to request completion of the data about you or the
correction of incorrect data about you.
In accordance with the provisions of Article 17 GDPR, you have the right to request that the relevant data
be immediately deleted or, alternatively, in accordance with Article 18 GDPR, that the processing of the
data be restricted.
You have the right to request that the data related to you, which you have provided to us, be provided to
you in accordance with Article 20 GDPR and to request its transfer to other responsible persons.
Furthermore, in accordance with Article 77 GDPR, you have the right to submit a complaint to the
responsible supervisory authority.

Right of withdrawal
You have the right to withdraw any consents you have given, in accordance with Article 7 Para. 3 GDPR, with effect
for the future.

Right of objection
You can object to the future processing of data concerning you according to the provisions of Article 21 GDPR at
any time. The objection can specifically be made against processing for the purposes of direct marketing.

Newsletters
In the following notes, we are providing you with information about the contents of our newsletters, as well as the
announcement, sending and statistical analysis methods we use and your rights to objection. When you subscribe
to our newsletters, you state that you agree to receive them and you consent to the procedures described.
Contents of the newsletters: We send newsletters, emails and other electronic notifications (hereinafter
"newsletter(s)") only with the consent of the recipient or with legal permission. Insofar as the contents of a
newsletter are specifically described, they are decisive for the consent of the users. Our newsletters contain
information about our products, offers, promotions and our company.
Double opt-in and recording: Registration for our newsletters is done in a so-called double opt-in procedure. This
means that after you register, you receive an email in which you are asked to confirm your registration. This

confirmation is necessary so that no one can register with email addresses that belong to other people. The
registrations for the newsletter are recorded in order to be able to prove the registration process in accordance
with the legal provisions. This includes the retention of the registration and confirmation date and time and the IP
address. In addition, changes to your data that are stored by the dispatch service provider are recorded.
Dispatch service provider:
-

-

The dispatch of our newsletters is partly carried out by CleverReach GmbH & Co. KG, Muehlenstr. 43,
26180 Rastede, hereinafter referred to as "dispatch service provider." You can review the data protection
regulations of the dispatch service provider here: https://www.cleverreach.com/de/datenschutz.
The dispatch of our newsletters is partly carried out by ThorbenRoth Design, LanterStrasse 9, 46539
Dinslaken, hereinafter referred to as "dispatch service provider." You can review the data protection
regulations of the dispatch service provider here: http://www.thorbenroth.de/impressum.shtml

In addition, the dispatch service providers may, according to their own information, transmit these data in
pseudonymous form, i.e. without assignment to a user, to optimize or improve their own services, e.g. for the
technical optimization of the dispatch and the presentation of the newsletters or for statistical purposes, in order
to determine in which countries the recipients are located. However, the dispatch service providers do not use the
data of our newsletter recipients to write to them directly or to distribute them to third parties.
The dispatch of the newsletters and the measurements of success are carried out based on a consent from the
recipient in accordance with Article 6 Para. 1 letter a, Article 7 GDPR in the sense of § 7 Para. 2 No. 3 UWG [Fair
Trade Law] and on the basis of legal permission in accordance with § 7 Para. 3 UWG.
The recording of the registration procedure is carried out on the basis of our legitimate interests in accordance
with Article 6 Para. 1 letter f GDPR and serves as proof of consent to the receipt of the newsletter.
Cancellation/withdrawal
Newsletter recipients can cancel the receipt of our newsletters at any time, i.e. they can withdraw their consent.
You can find a link to unsubscribe from the newsletter at the end of every newsletter. By doing this, you are
simultaneously withdrawing your consent to the success measurements. Unfortunately, a separate withdrawal of
the success measurements is not possible. In this case, the entire newsletter subscription must be canceled. By
unsubscribing from the newsletters, your personal data will be deleted, unless its retention is legally required or
justified, in which case, processing this data is limited to only serving these exceptional purposes. In particular, we
may save the email addresses sent to us for up to three years, based on our legitimate interests, before deleting
them for the purposes of sending the newsletters, in order to be able to provide proof of prior consent. The
processing of these data is limited to the purpose of any necessary defense against claims. An individual request
for deletion is possible at any time, provided that at the same time, the former existence of a consent can be
confirmed.

Online presence in social media
Based on our legitimate interests within the meaning of Article 6 Para. 1 letter f GPRD we maintain an online
presence in social networks and platforms in order to communicate with customers who are active there,
prospective customers and users, and to inform them about our services. When the respective networks and
platforms are accessed, the terms and conditions and the data processing guidelines apply to their respective
operators.
Unless otherwise stated in our data protection statement, we process users' data as long as they communicate
with us through social networks and platforms, i.e. they write posts on our online media presence or send us
messages.

Security measures
In accordance with Article 32 GDPR, taking into account the state of the art, the implementation costs and the
nature, scope, circumstances and purposes of the processing, as well as the varying likelihood and severity of the
risk to the rights and freedoms of natural persons, we take appropriate technical and organizational measures to
ensure a level of protection appropriate to the risk.

Cookies
We set temporary and permanent cookies, i.e. small files that are stored on users' devices. A cookie is a small data
set that is stored on your hard drive by your browser. In part, the cookies are used for security purposes or to
operate our online offer (for example, for the presentation of the website) or to save the user's decision when
confirming the cookie banner.
You can prevent the storage of cookies by switching them off in your browser settings. Please note that if you do
this, it is possible that not all features of this online offer may be used.

Service provider
Google Analytics, Google Maps, Youtube
On the basis of our legitimate interests (i.e. interests in the analysis, optimization and economic operation of our
online offer in the sense of Article 6 Para. 1 letter f. GDPR), we use Google Analytics, a web analysis service of
Google LLC ("Google").
On the basis of our legitimate interests (i.e. interests in the corresponding presentation of our online offers and in
the ease of finding the places we have listed on the website in the sense of Article 6 Para. 1 letter f. GDPR), we use
Google Maps, a web analysis service of Google LLC ("Google").
On the basis of our legitimate interests (i.e. information for business partners in the sense of Article 6 Para. 1 letter
f. GDPR), we use Youtube, a video platform of Google LLC ("Google").
Google uses cookies. The information generated by the cookie about the use of the online offer by users is usually
transmitted to a Google server in the USA and stored there.
Google is certified under the Privacy Shield Convention and offers a guarantee through this that it will comply with
the European Data Protection Law
(https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=Active).
Google will use this information on our behalf to evaluate the use of our online offer by users in order to compile
reports on the activities in our online offer and to provide us with additional services related to the use of this
online offer and Internet usage. In this regard, pseudonymous use profiles of the users may be created from the
processed data.
We only use Google Analytics with activated IP anonymization. This means that the IP addresses of the users are
shortened by Google within member states of the European Union or in other contractual states under the
Convention on the European Economic Area. Only in exceptional cases will the full IP address be sent to a Google
server in the USA and shortened there.
The IP address submitted by the user's browser will not be merged with other data provided by Google. Users can
prevent the storage of cookies by setting their browser software accordingly; in addition, users can also prevent
the collection by Google of the data generated by the cookie, which is related to their use of the online offer, as
well as the processing of this data by Google if they download the browser plug-in available under the link below
and install it: https://tools.google.com/dlpage/gaoptout?hl=de.
You can find further information about data use by Google, setting and objection options on Google's website:
https://www.google.de/intl/de/policies/privacy/.

Cloudflare - Content Delivery Network
On the basis of our legitimate interests (i.e. interests in the optimization of the performance of our online offer and
recognition of the language settings of the user within the meaning of Article 6 Para. 1 letter F GDPR), we use the
Cloudflare CDN service from Cloudflare, Inc. ("Cloudflare"). Cloudflare uses cookies. The information generated by
the cookie about the use of the online offer by users is usually transmitted to a Cloudflare server in the USA and
stored there.

Cloudflare is certified under the Privacy Shield Convention and offers a guarantee through this that it will comply
with the European Data Protection Law
(https://www.privacyshield.gov/participant?id=a2zt0000000GnZKAA0&status=Active).
You can find further information about data use by Cloudflare, setting and objection options on Cloudflare's
website: https://www.cloudflare.com/privacypolicy/
OMQ Self Service
On the basis of our legitimate interests (i.e. provision of a question and answer database (FAQ) for printing inks
within the meaning of Article 6 Para. 1 letter F GDPR), we use the OMQ Self Service from OMQ GmbH ("OMQ").
OMQ uses cookies. The information generated by the cookie about the use of the online offer by users is usually
transmitted to an OMQ server in Europe and stored there.
Kicktipp is a company in Germany and is therefore subject to the GDPR.
You can find further information about data use by OMQ, setting and objection options on OMQ's website:
https://www.omq.de/unternehmen/impressum/
Kicktipp
On the basis of our legitimate interests (i.e. a prediction game for the employees of the Siegwerk Group within the
meaning of Article 6 Para. 1 letter F GDPR), we use the Kicktipp service from Kicktipp GmbH ("Kicktipp") in the
Siegwerk Group intranet. Kicktipp uses cookies. The information generated by the cookie about the use of the
online offer by users is usually transmitted to a Kicktipp server in Europe and stored there.
Kicktipp is a company in Germany and is therefore subject to the GDPR.
You can find further information about data use by Kicktipp, setting and objection options on Kicktipp's website:
https://www.kicktipp.de/download/datenschutz/kicktipp-auftragsverarbeitung-elektronisch.pdf

